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Algorithm 1 Packet Processing Algorithm

Require: Packet p

Ensure: XDP_ACTION

if CheckProtocol(p) && CheckBanned(p) then
return XDP_DROP

if IsRateOverLimit(p) && IsDataOverLimit(p) then
return XDP_DROP

return XDP_PASS

Functions

CheckProtocol (Packet p):
return p is IP and not ICMP/UDP/TCP invalid

CheckBanned(Packet p):
return p is not in the BannedIPs list

IsRateOverLimit(Packet p):
return p (from the same IP) does not exceed the
defined packets-per-second (PPS) limit.

IsDataOverLimit(Packet p):
return p (from the same IP) does not exceed
the defined Bytes—per-second (BPS) limit.

Persistence
PerIPStats:
- type: BPF_MAP_TYPE_LRU_HASH
- data:
(IP_ADDRESS : struct {
PacketReceived
TotalData
LastActiveTime
h
BannedIPs:

- type: BPF_MAP_TYPE_LRU_HASH
- data: (IP_ADDRESS : Count)
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[3% 1] Resource utilization comparison

Sortation Resource Utilization (%)
1 Core | 2 Core | 4 Core | 8 Core
nDPI 84% 77.32% | 43.5% 18.6%
DPDK Unable | 62.7% 35.64% | 12.26%
eBPF/XDP 36.1% 22.1% 11.8% 3%
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